H 5 8 3| x
M6z, 2022, 12

gezolE foly FEs}t f FF 2 24
Ol M 2% a2 2 g

(@] ok

e el U el A7) AR G delel)
A3 gl o] el Pek seh sobe g B ko] ool 3
A AW 30 5 ) A, 012 Blel] S SoheE W ARl E st skt el 34
93 3l S & 12709 dlele] 9h5sh BEl dhat 1 AT A3HE Ea) dlele] 5sh ol e B v,
Gegole o obalA 1 AAH SR 100000003] o4k the2Esle] 2o A5 m sl S1s] F71AeL Hlele] ks

W& #4371 F 53] LOCKit A& AAIs] B4sle] o5 el dla Fbe wslul dole] 355} s}
Hopy weks S13 ke Al

e Al 2zohmge] Al i)
=

.M 2 I. 2t o4t

svlEE w4 W hgden % AUEE WY 98 /148 A ek 458 Q3
tlole]e] &= <l NAARI} AslE = glck o] A o] AHEske kst daelEdt 7] W] W
o Wk AH8Al 54 dlolelE sh FEAsel  Alg ¥4 @Eel ek el ek s%ol
B 5 glAl *H—r o] FA= AL ik olH 7 AE5 < A4 A= dold 24 71 Vault 7]
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in el 2ollx
Encrypt File com.acr.encrypt Wio] =212 9 MD5%] O%Zirlgba%i/opt]ioimcrypt
. filefree&hl=ko& | O 0 = siols) obs shEl wholex M w4k A
Free(1.0.6) [1] =S dare]F ARS 7} tzstE sHAd 3l Fitel
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Kr-co.iviog mobi SetCardPW 2 #2204 AH&AH= ¥
CJ One e cjo:;acar il o o AES Qe 329 =9} saltghe AES ’cjonemobilecard!”
Card(2.7.0) [1] &hloko&gl=US h Zejo] MREE FE5t] A5 AT AL
o&g =
AR5 shared_prefs/com.morrison.gallery
%717], &3 - | commorrision.g - lock - lite_preferneces. xml < . 5 o
' = Faf = B ay A
Gallery lock allerylocklite 0 X 3-DES gl A8 vl HE7} o5 Et ¥A] vk APLE B dd 84
lite (46) [1] @ &4, Es
R T
e AES RC6, A8 AZRE Yol Bxs
N com.paranoiaw Serpent, W =F A shA] ekl ARgAFol Al SR ALL
I d;:m(zrd orks.unicus 0 0 Blowfish, EojR = w4, w8
G Twofish, GOST+ AAp o BEs Wil
PIN ¥% 4 fa9=t ¢5siso]
§ - . o ‘inikeyfilectr’ WA= A3
Luclgl}i[j};l [1;(](4.2 comﬁ)ufrruhdrb,l o o AES198 AeRIF AGG B ool T AR
plree ¢tz 8}sl “inikeyfile3.cmp’ ¥} =
=A
PBE (Password-Based Encryption)< “kevin” A4 7}
S35 olsy] WA W golE ofs e < fri e
KakaoTalk(3.6. PBEwithSHALan | © 0 971 A48 % dleld eheshi | plusfrienddd ul chat log
5 3] com kakao.talk (0} o JAES?256 3 Hol & £A4)8 = profile_id
/data/data; com.kakao.yellowid/databas e AHE F 4916
esoll =7 Hlo| EE ALE
Valut -~ AHz
=7171, <
e, Fg= com.netqin.ps (0] [¢] Base64
kLE]
(6.4.22.22) [4]
Keepsafe
AAA D AR IV(Initialization I prefs Zr]e] XML
Ht 2 F7]+ com.Kii.safe (0] (0] Vecator? com ki.safe_preferences.xml®] €L X
g 99y master—password el &7
(7.3.1) [4]
AR B HlH Q.
w71 i7t] P; OHIde com.hideitpro (6] X
(5.4) [4]
Gallery Vault
- ARzl 4 com.thinkyeah. o X
ng e #7171 galleryvault
(29.1) [4]
‘/data/data/com.domobile.applock
AppLock(3.3.2, com.domobile.a o o AES/CBC/PKC watcher/shared_pref/com.domobile 2011071120170711°
5.3.7) [5] pplockwatcher ST7Padding .applockwatcher_preferences.xml'?] LA AR
‘image_lock_pattern” Zktell &4
Ezizui:i gl Shared Preference?]
pVi deo Vault com.hld.anzenb o o AES/CBC/PKCS Share_privacy_safe.xml 3} o] ‘Rny48Ni8aPjYCnUI'
okusucal 5Padding AES/CBC/PKCS5Padding ¢ %.34 A AFE

Hide Phothos
(10.0.7) [6]
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2.1. Encrypt File Free(1.0.6)

Encrypt File Freet= 100,000 ©]A; t}2-2 =& Ho]
w24 37570 WA 3.59] ghERe|E
t} o] & o] gAr} EstE dskE A A9 o
33ele o AIA] 7e gd 53 7sS
B {3k folt) oF3 38} B33} A= PasswordS &
AsA] ga o} 5 A9 PasswordE 243}
Password & ©]-8-8+ Aol e} 3 s 3tE AlF-s)
v, Password+= databases/optionscrypt 43} }& .3}
% gde] A Fte] MD5 Ho| AAg) s
W52 SAA ]l d e s AMEsl AsEe ol ok

'i} °h31%*§—% A A3 %‘tq :HW

o]

2.2. CJ One Card(2.7.0)

CJ One Card: 10,000,000 o4 thEEE 2 Mol
u{ i = 25,2007]1 o]/\l— AL 3.79] ol=Fol=
of Ze]Al o] Ae]t). o] <f2 AFE ol AT
Z ks 4 ¥elE AT Faal= oz AHA o]
7153 s ks 7)5S BArekar stk <ie] AES
HPrs BAE A3 “CJonemobllecardl”O] = 34
}3 7|5 SetCardPW | oA AFga}ol| A4 &)

HE2 Password®} 74| AES d18]E5S o] &3 &
st Agiet A gre] sle Hde 79§ 2
7]ellA Ao] 7Fsshd shared prefs/CjOneCarePref.
Frell A4t

S =
—H=

o N[O Fl

by _ﬁ i) m],il

xml®] autoLoginUserPass
2.3. Gallery Lock Lite (4.6)

Gallery Lock Lite= 10,000,000 ©]4 tle-Z=&
Holr 4280007 o]4ke] =4, HAH 4149 d==
o]t o FE|A o]Ade]t). o] || 7T Azl Fd
e AT doE HIAY 71 g o
T%5 A PasswordE 1o} 3l1, YoM ARl =
a4 s Adgsi Aele]elM= @ld gele] o

oAk Holx 9t} il Password:

shared prefs/

com.morrison.gallery®] lock-lite_preferences.xml 3}
dof| stzstE|A] o a2t E AgEe gick ¢E 7]
= ZlF APIE 3 AEshAl A A8t <fel
43 7o TEE ASAR Felo] Az st
S22 il At WA $AX R o]FE7]
7k gk},

2.4. LockMyPix(4.2.6-b)

LockMyPixE 10,000,000 ©]4} th22 =% Ho|n|
25 274,0()()7]] o]xc}’ B 464 gtrRol= of Zg
Aoldeltt, Al FFAE gEdlEl Baste e
£ 3} PIN3 Passwordg ©|-53] AHIAolE &l
o= <t=slEe] “inikeyfile.ctrIUdZ A AE =0
2 AL ke 7l WA PINF PasswordS
SHA-15 o]&-3f sllAlglcl. aAgh 160bite] Z}ol 4]
2}8] 128bitS %3] AES128-CTRS Key, IV 7ol
Fodabl A3 SrEshi.

o] 912 A A3 A Shared storage°l ‘LockMyPix’
b w4 dEEE Ak, PIN AA, H7

mail A4 § 27| HAS A dE HE AJR,

o, "ol 55 =3t AAgrl. LockMyPix

< 5ol tsst AT u AR do|H S HAls] A
date) o] w) i dlolEl= AAIEA] YAIRE AREA}
o Agjelelxe HolA| oAl "t ARl Fdatke]
a3t A A AW PINT Password b&3)
FA ol 4] FZ3F Key, IV 33 o] 48l & Azl 5}l
< AES128-CTRE o]43) stasigich

P

oY,

Y

==

e -
poal

"
W

N

2.5. KaKaoTalk(3.6.5)

KakaoTalk-> 100,000,000 ©]A} t}&-2 =5 Ho|H
2|4t 3,140,0007H ol7de] 24, A4 4349 = A}
gl 714 wo] A3}, A% ol Eelsle] o],
AeEe el Fl5elsld AT A% Slelm WAl
W ol ol A 1S5S Fobe glelAl ok 9
Yo Ae Askt o F AILE Ak
PBE(Password-Based Encryption)& O]%?‘Sﬂ s 7
= AAsta dlole ¢+s3tE F-3)dirl. PBEL: PRF
9}  Cipher® ¥3¥=3, PRF(Pseudo
Function)2 °]&3 43 7|5 AAsla, o] & 7|4ke
% 9kE daeEg o] gd Hole S otus, %

Random



10 ERo|= dlofg o3} o T
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<, Cipher Z4& 4343t} o714 PRFZ AH4-%l 3l
Al 3= SHAL©] 3, Cipher AES256/CBC/PKCS
#7Paddinge] AF&-E%lc). k3 7] A=
%%, Salt %, Iteration Fto] AME-E]1L ©]& %3] Cipher
o B2 dyg|Ze] Ale-He k5 7] Zolal 32Byte
wh A H ) Passworde ZE W EA8E A 3t
o] 3., Salt+= plus_friend.db2] chat log Hlo|Eel S+
profile id #¥} “kevin” TAFEE A3y 2 9
749l 1evte| ER 4 1?“_‘“/} nkef 21 gke] 1enpol E 7
Rrolebl volA] $-4-2 022 A 3] 16vlo] £
=1}, IterationS HHE- ‘F‘g— oJu| sl 23] HiE-3ic)

Password

2.6. SSE-File/Text Encryption & Password
Vault(1.4.7)

SSE-File/Text Encryptor & Password Vault+=
500,000 °]4 thE2E=Z Holn 2H 3,5307) o]
94 4430 FERO|E ofEeA o] ole). o] & 3}
o3 #2149 ¢53E F 7522 3l Passworde
AGAZYE qHom, 8 A g B
WEsE Hol9lAl 93l GOST 256bit+, Twofish
256bit, Blowfist 448bit, Serpent 256bit, RC6 256bit,
AES(Rijndael) 256bits o|438 =d-S <Fzslaic)
F5 &a2|5E o] 83 2Hbeaedy 7le = ik
el SFAelth. PRO WAL o] FriHow
Paranoia C4 Pro Version 2048bit, SHACAL-2
512bit, Threefish 1024bitE A3},

2.7. Vault(6.4.22.22)

Vaults 20114 1249 16Y0] A5 ooz
100,000,000 ©]AF th&2= ¢} 1,260,000 o4 2
F, 2831 4539 HAHE 2k ook o] ¥ FHA
StellA] Q1] ARl HIT| 5 £7]a, o b, AW
b, A3k o, vl BekeA, EEkeE s
1A &’l\:}. o] & 33ty Zwl
= = 7 39 Furt 23k
91 /sdeard/ SystemAndrmd/ Data/MTC1MDU40Q==
2= dd g AAgtt ~xzme Wex= B
3Bl gk ol nle] EE o] g8 7} m|r]e] whol
7+9] 80Bytewt FwshghE stk olE Eol
JPEG2] 7-%-¢|= 0xFFD8¢]| 3. B=0x3D7} ¥t} o]+=

i

)

ofe} 714

% .video “} .image
A
=

o

<{

lo

o] wltjol & H53} 3l7] $lalx= AF¢ 80Byteel T
3] XOR 0x3DE 3t} 128]a o] 92 Passwords &
4 wfebct ARLE Aol x] A A gl

2.8. Keepsafe(7.3.1)

Keepsafe= 2011 6 3ol A5 Jo=2 & o}
ERE S 50,000,000 ©]4, B4 1,800,0005F 7 o]
2, B4 3.94 9 sk=rol= efFeAlolAdolrt. o] o}
7Wle] ApAlF vl e 55 AelE 3 PIN B3
ole] o}338l 7|eR HEshs 715 7HA 3 9tk
Keepsafe <> Passworde Shared prefs <T]9
com.ki.safe preferences.xml I} ol master-password
Fhell st=3} glo] Akt ARl vjt]L & wit]of
-2 o] 55 dAgkeZ W7 ) 3L /sdeard/ keepsafe/
manifests/primary 2] 3}$] 0]l ¢53slEl dolelE
o] AAbwlo] slsich. 7t shel FriE2 e o
A AREEA W E S EEl 533 e
982] /lib/armeabi-v7a/liberypt user.sooll 1+ Hlo]
B glolB oA WA E et dEste vt 22
A AR Ak 15A o vve] g
16,384Byte2] dHlo|E] 207 Erh 294 @ B
£5-5 IV(Initialization Vector)2} ¢35 o] &3
343 o] w, Z7]= adjEorh 35 L &
o] b5 3tEn] o] AJzF &l 3,728Byte]
g 2715 2= 27|13} £319l block zeros F7I8
t}. o] 225 Keepsafe?] 23 3,711Byte, IV
16Byte, Terminator 1ByteZ A%t} A1-8217} o1&
315l 3}el-& F29 Keepsafe®] 237} PNG 21 j]'
dolglw A7slA Hrth B33b= Keyol 1V7F 2
gk dlolgn zle]H 2]l processBlock() %‘?3
ARgs4] adie). 7)7} block zero(Z713F E-2)e
A== F3tel 32Byte®] Key=
+ com.kii.secmanager.xml y}el o] tagaSa0a33e25edc
9108939f6d6292¢4507b045eAecll 4] s 4= Q).
BE BE ¢35 E H353) s sk vivle] 3
o A] Initialization Blocke] ZEH o2 A A= o] A
o Y BT 4+ Ak

oft rlo
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2.9. Hide it Pro(5.4)

Hide it pro= A4 <r]e ksl Audio
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Manager B2 S AR HlE2E 1k
o] fL 50,000,000 oAt t}-Z =9} 654,000 o]+
g4, BA-H 44498 2ol gl o Wil Eei71A]
st Adte]l 2aE FEjshi djo] AsEc) Azl
vt e 5 wtje] - /sdeard/ProgramData/Andr
oid/Language/.fr/9] 39 ZEtiol] ¢+ 3 =x] o2 A
2 w2 A8k} v 3= shared prefs®] com.hid
eitpro_preferences.xmlZd el T2 ZEa)dkcl. New
Albume 7] & AAste Ao 7]& o] Folx
AL ol 5wl 4 sith

2.10. GalleryVault(2.9.1)

GalleryVault= 10,000,000 °|4} t}&2= &
5,850,0007 o)A}t 214, 34 4.0% <] gk=Ro|= o ZE]

Aot o] 75 AR} Fd4 2 7l 9l
< w713l FEI8h= Alolvk. ARl TS 2
/sdcard/.galleryvault DoNotdelete 1466617307/file/
sslol AF9] 10Bytel: 0x0002 Wolzw, S
10Byte= Hlo]efmlo] el wix]3heh. kol A4 & ¢
& dloelwlo] 2~ A3t Tl A F FvE

5 Aol =R Al x| g},

154 : ‘SELECT name, path, org file header blob
FROM file’ 22 dlo]Ejo]~ 3} /sdcard/galleryv
ault DoNotDelete 1446610307/backup/galleryvault.db
B S 4 s o B A0S TR

oltlo] shede] Qe o] 5, e viee] shale] A
2 2—4 7t ghede]l ?ig 219141 10Byte®] dlo]E]7} ukzk
Hlch

29 ;0|83 ARE A TS AR F
2] A¢ 10Byted A7) VI AR w7
FA st 9lE 7% MD5Y SHALZ whsll swap
attackS T8 4 glrh o] k2 shared_prefs Ul
LockPin®] Kidd.xmlel] Agkc},

&
£

2.11. ApplLock(3.3.2 5.3.7)

AppLock-> 100,000,000 ©]4 thezE <}
1,030,000 o]Are] 24, W4 434& Holw glw, A
= Al 7 Vault(u.r_) 7, 282 AR 2
716& 7P AL Sl k=R = o F] Aol o]t o]
gle A FE A Patterna AAZTE o] Pattern® &

H

—l>

rlo o

A Al 715& ”TE o] AES/CBC/PKCS7
Padding t%.3} ¥32]&S AMS-38la, MDS, SHAL,
SHA256% Al due]&o 2 A8ghe) oyl Ad
e A ARk, Salt F- 2011071120170711°
o] aAZE AHEg) o3 Al AAE &)= Y/data/
data/com.domobile.applockwatcher/shared_pref/com.d
omobile.applockwatcher preferences.xml’$] ‘image I
ock pattern” Fkell #-gkc}l. AppLock> APK, =}
2T, HyL, o|u]A] & 7 skl Ao vk Vault
713 & FRATTh Vault 753 3 de= 3 o] F

< WAsk RS A s e AE
‘{P—a—‘ﬂ*ﬂ A Apghet, olwf ghelS ok stEA] o <l
ab7] ofe® AEE El olsdh AgE HdE2
AppLock?] £4 EZ-L}"‘OH AAHC) o] ARE 7B
2 © 2 /storage/emulated/0/.domOo7blille/dnt _remove/
= 474se] olek. o] tleEe] ofele] 0~997}79] 5
A% MDS2 s A8 100709) T)e EelE wE ol
o) k) alel) v CelRe) S St A4 o
212 “thumb’, “.file’, ‘video’, ‘image’ o] it} ©]
&, o] o]F5 e]Fd A3 UNIX TIMESE
WA RS A AL o] 3t} o] P ok3 3}
of Fastel dd dolelEe] EF 54 xm 194
o A&l o+E 719 3k w3t Plaintext(H 1) 2= A

sjglel Aepdel sivh.

o > d

2.12. Calculator - photo vault(10.0.7)

3,560,00071 o], 1|3 A 4.89 —%
kAL Sl =Rl ofFAlol el

A = 1A= e slem, AT Aol 7s3 ﬂJr
3, 24 e 5} NIRRT o]t A5

% A PIN ¥ AR sk FAle vidHl s B A
7 5, E-Mail& A48 o] & Fa AAlY] 7%
< Taﬂz‘f}r/]’ HEL Shared Preference?]
Share privacy safe.xml I} o] AES/CBC/PKCS5Pad
ding ¢t23} daeEs T8 gaslEe] A
ol Ab&st= ¢hE7le= 379 A EAEES 23
3 ARg-3Ie} A F N EArdL < el Exi3t
3, “CnUI”$} “Rny4”t}. VA #2142 “8NiSaPjY”
2 2ho] Bl libkey.sooll EAjgkc}. o] Al 7)o A}
d-& 23l “Rny48Ni8aPjYCnUI"2}= ¢t 7]15 A

Calculator= 10,000,000 ©]A} th2= =2} g
34
o]

2 m&
- a2 rlo N

ﬂllo mlm

[e)

r—L

el A
ml




12 kol dlole] ohust of F3F 2 £4

At 9 dEstlA= 9o A AlolE s PINS o|-83 Aol 753 Akl 2 534 skl
AR 5 BuE T s S A S o) el Eseed AR 5 Qe A
Arh shle PEIR Fol 4 AL A% AL ¥ AL B4 B )5l Atk

Alof| 9k /storage/emulator/0/.privacy safe 73 Zof #] o] Be & AdYslH 4~122}8]¢] <=} vy
A}, Y28 ‘db’, ‘other’, ‘audio’, ‘video’, A g = A 2a9S AP} 55 oi

‘picture’ 52 vrebd} shdme] A Sk Fel&
dz 3= 2dPeAel uet gEdE e
W o, eddeH ‘wE dvehda o2 Javadl
randomUUID()E o]|-&&l A 3t & A A&
gt 1 Felle AR el FgatE 54 gew
2| gketo] ARg-gith o] FUAEL ghusle] ALS-E gh
3 duEEd 45 715 ol4d HEst ZRads
Aatel 335k & 4 ik

5 F A4S S8 72 Sl 71 10,000,000
3] o] thmrs} 3T giHlo| B o S/HE vRE
cate] EAE AP A A o HrEe (R
219k 2ot 3" BEel 23S} 7eE #al] fE
A EA =79 JADX-GUIE 43isich ¥4 4
7 LOCKit % ¢]9| E}E HE2 7= EHlolel A
H 7ledes 2] A RE AR Besta 9l
skt 7 o] FHokA % AT A= ot 2

3.1. Photo Lock App Hide Pictures & Videos

Photo Lock App Hide Pictures & Videosl‘—
50,000,000 o]A} T}2rE ojojm FQ

[Z23 119} %] data/data/vault.gallery.lock/shared pr

efs/vault.gallery.lock preferences.xml®] password &}

391 go= Adsslon rast glo] ad= At

< Feld ¢

A2 s AhAlE o Ul
ol s A4l 3+ /data/data/vault.gallery.lock.
files/lockerVault/ lmages 1769/Pictures/7d 2.l

I

ol

stol A=l Sl
$lo] /data/data/vault.gallery.lock.files/lockerVault/Vid
e0s1769/Videos/7d 2ol A A=

AZA, =

2 7)E

ek

AR, B4 3 71 A

et

o

S Alsto]

A el e 7]

°Li§]-

S geldly, TodAk w3l b33}

A = "e’ﬂ]i~ password®} 24

Ao} 5l

salsheley.

o FE8E AHgitha AYsha

o] °“€‘

) shelo] A

2% 33} o] 012] o

beyondlq: /data/data/vault .gal lery. lock/shared_prefs f

cat vault.gallerv. lock_preferences.xml

TaR=

Kstring name="password">0925</str ing> |

/manz

<int name="rateCount” value="1" 7>
<boolean name="uninstall"
<int name="noCount" value="1" />

<boolean name="isAccess" value="false" />
<boolean name="hideAd" value="false" />

<int name="vCode" value="96" />

<boolean name="startApplock" value="false" />
<boolean name="vault.gal lery. lock_preferences.pro
<string name="versionCode">56</string>

value="true" />

(22 1) Photo Lock App Hide Pictures

ul A F -
ol 7] 4 0] 5 gen= | S0 9 7%
Photo Lock App - Hide ) . - WA A o,
Pictures & Videos vault.gallery.lock 1000%H+ 2016.01.29 2022.05.14 b7 o A2 51
ol AL
# e - Ul com.ultra.applock 1000+ 2019.07.06 | 2022.07.25 A Aol
Applock
ol AL (]
WOHT Smart App | brotectorfree | 50007 2010.11.24 | 2022.06.24 A A ol
Protector)
A .
o]ZF #F (Perfect com.mom'son.apploc 100091+ 2010.10.22 9020.10.12 a7 0]
AppLock) Kklite
LOCKit - App Lock, a7 4 o]
Photos, Vault, com.ushareit.lockit 1000%H+ 2016.02.03 2021.09.28 /x};‘] 5; M:L’J_,_
Fingerprint Lock o gen
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3.2. ¥ EZ - Ultra Applock

Ultra Applock:= 10,000,00071 o4} thez =¥l
olmf F& 752 < A A AZA Ve F
A 71selth o] S As Adshd At v
25 A4, A E 7] 7)eS 1E A HE o
Haleh, AR 8 E AR [2d 2]9F 7l
/data/data/com.ultra.applock/shared prefs/com.ultra.ap

o 2
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